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1 Introduction

Ethernet based communication systems have entered the factory floor. During the last 5 years
different fields of application using different Ethernet based communication protocols and
technologies have been established ranging from web based management of devices to motion
control applications.

This increasing use of Ethernet based services and devices came for many companies through the
backdoor: first a simple FTP session for firmware uploads and a telnet session for changing
settings, then a web server for advanced and comfortable configuration and diagnostics, and finally
the use of real-time Ethernet communication protocols for device communication within control
applications. It was a small step from using these devices point-to-point connected to a
serviceman's laptop to connecting the devices to a company network. With the broad use of PC
based devices, it was possible to connect anything and for quite a time, finally, the network was
just what is was made for.

But with the increasing use of Ethernet based communication technologies also the problems of
this technology have entered the factory network. The possible data exchange using eMails or
direct device access will enable an undue influence on the devices by hackers, with-collar
criminals, or even unilluminated employees.

When more people were accessing the network - and an increasing number of non-technicians
and non-employees were among them - the network was opened to the Internet and was used for
web-access and eMail services. Thereby, viruses and worms coming with laptops and eMails,
some of them do no harm but others may cause the loss of a complete production line. Even when
these viruses have no direct effect on devices, overloaded network traffic is even worse than a
single deleted hard disk.

The direct access to control devices using HTTP or SNMP based device management systems
will, in principle, enable unauthorized people to acquire control system and production system
sensitive data and to change sensitive system settings causing economic disadvantages.

As a matter of fact, the IT departments are confronted with a complete new line of problems. Any
intrusion, by accident or intention has a bigger effect than in the office world.

An automation network needs to be fail-safe. Data within an automation system need to be
protected from unauthorized access. The unauthorized change of control relevant data or even the
circumvention of a data exchange may result in a production system break down. A down time of a
production line of a few minutes can cost some thousands of Euros because it may take some
hours to restart the complete line. In contrast to this a short breakdown in the office environment is
equally disturbing, but the consequences are different.

To cope with the mentioned problems and to ensure the security of industrial communication
systems special technologies and strategies have been developed or even from the office world
adapted to the factory floor. One important role within this process has been played by the IAONA
Joint Technical Working Group (JTWG) “Network Security”. Within this JTWG the state of the art of
network security technologies for industrial application have been collected and aggregated to an
advice for best practice.

Based on the results of the IAONA JTWG “Network Security” the Handbook - Network Security has
been created. It will be maintained by the members of the JTWG and reflects the current status of
technology. The Handbook is not a static book, but subject to change to keep up with threats and
developments.

The Handbook was designed to

= establish "know-how" for network security in industrial applications and make this accessible
for to users
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= give recommendations on how to plan secure networks

= provide tools for network analysis and escalation schemes

= create guideline for network security to be provided to IT and factory floor personnel
= give input to normative committees, such as IEC

The user's benefits are

= support for security risk analysis,

= support in the selection of appropriate security measures and

= most important - the avoidance of production down time caused by security leaks.

All-in-all, the IAONA Handbook - Network Security will provide interested people with the
necessary knowledge about existing security problems, useable security architectures, and all
necessary activities to establish these architectures.

To follow this aims the handbook is organized as follows.

Within the following (the second) chapter necessary basics about network security will be
described. This includes a definition of the term “Security”, the term of IAONA Security Classes,
the description of basic protocols, structures, and architectures and its security problems, defense
strategies, and security components with its security relevant behavior.

The third chapter will describe in detail the security methodology developed by IAONA JTWG
“Network Security” with strategies, structures, devices, protocols, and defense measures.

Chapter four can be seen as a cookbook for network security providing best practice scenarios for
special application cases.

Chapter five introduces the IAONA Security Data Sheet, a mean for collection and distribution of
security relevant information of devices, systems, and networks based on the IAONA Security
Methodology. Within this chapter the IAONA Security Data Sheet will be described in detail and its
application and benéefits in practice will be considered.

The handbook will conclude with three annexes. The first annex will provide a template of the
IAONA Security Data Sheet and the second one will give the XML schema used for the computer
based processing of the IAONA Security Data Sheet. The third annex will provide a detailed listing
and description of 28 Ethernet based communication protocols used within factory communication
systems including a security relevant survey of each protocol.

The full version of this IAONA Handbook is currently only available for
IAONA’s members!

Please contact IAONA’s office for more information!
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